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By using our Website or App, you consent to our collection, use, and sharing of your 
Personal Data as described in this Notice and to our Terms of Use and Agreement.  If you 
do not consent to this Notice, please do not use our Website or App. 

I. Who We Are 

Connect 4 Patients is a technology company dedicated to providing the 

Connect4Patients App, a unified AI health platform powered by Orion that centralizes all 
patients' records into a single source of truth—benefiting not only patients but the entire 
healthcare community. Our platform generates clear information and insights, thoughtfully 
summarizing data to meet each users specific needs. 

II. Summary of our Privacy Practices  

You should read this entire Privacy Notice and our Terms of Use but the key points are provided 
here: 

● Personal Information means information that identifies, relates to, describes, is capable of 
being associated with, or could reasonably be linked, directly or indirectly, with a 
particular consumer or household.  

● C4P takes your privacy seriously and does not share your information without express 
consent and does not sell personal information to third parties for monetary exchange.  

● C4P only collects a limited amount of personal information, such as your name and 
contact information for you to access our services, including account setup, and for our 
business purposes.  You may choose to provide additional personal information through 
our Services. However, C4P does not access, use, process, or share such information 
without your express consent.  

● C4P uses generative AI, machine learning, and other tools to improve the functionality 
and quality of our Website and App and to provide Services to our registered users.  We 
provide additional notice and safeguards to keep personal information that registered 
users may share within our Services private and secure.  



 

● C4P does not knowingly collect personal information directly from Children or Teens 
under the age of 18. Only parents or guardians have the ability to set up accounts and 
include information about Children or Teens under the age of 18.  

● C4P uses commercially reasonable physical, technical, and administrative security 
measures to protect all information collected by our Services. 

III. Scope 
 

We at Connect 4 Patients (“C4P”, “Company”, “we”, or “us”) respect your privacy and the 
confidentiality of your personal information. This Privacy Notice explains how and why C4P 
collects, uses, and discloses your personal information safely and securely, and how you may 
exercise your rights with respect to your information.  

This Privacy Notice applies to all Company websites, mobile apps, products, services, interactive 
tools, and applications that link to it; it also applies to in-person, over-the-phone, electronic 
communications, and online services provided by C4P (collectively, the “Services”).  

By using our Services and providing your personal information to us, you give us permission to 
process your personal information as described in this Privacy Notice. You are encouraged to read 
through this Privacy Notice and our Terms of Use and Agreement to understand how personal 
information is collected, stored, used, and disclosed by C4P. 

This Privacy Notice does not apply to information collected by any other third party, through 
any website, application or content (including advertising) that may link to or be accessible 
from or on our Website or App. We do not control, and are not responsible for, the privacy 
practices of, or the information available on, the websites and applications of those other third 
parties or entities. We urge you to evaluate the soundness of the privacy practices of those 
websites and applications for yourself. 

This Privacy Notice addresses: 

Who We Are 

Summary of our Privacy Practices  

Information We Collect  

How We Use Your Information 

How and Why We Disclose Your Information 

How We Protect Your Information 

Children and Minor’s Information 

Your Rights 

International Data Transfers 



 

Third Party Links 

Changes to this Privacy Notice 

How to Contact Us 

IV. Information We Collect 

The types of information we collect about you depend on how you interact with our Services and 
whether you register for an account.    

Our primary goals in collecting information are to (i) offer, provide, and improve the features and 
content of our Services, (ii) administer your use of our Services, and (iii) enable our customers to 
enjoy and easily navigate our website, mobile app, and Services.  

We collect information from you when you visit our website or app, use our interactive tools, or 
sign up for our services.  We also collect information about how you use our services. This 
information can identify you or your device or can be linked to you. If you set up an account, we 
may collect additional information, such as information about you from third parties who you 
authorize to share information with us or that are service providers to us to provide Services to 
you.   
 
Information You Provide Us Directly  
We collect personal information which you choose to provide us with directly, such as when you 
set up an account, purchase our Services, attend an event hosted by us, provide feedback or contact 
us, or sign up for communications from us. This information includes: 
 

o Identifiers: When you visit our site or engage in our services, we may collect personal 
information such as: Name, email address, postal address, and phone number.   
 

o Personal Information: If you set up an account with us, we may collect additional 
personal and sensitive personal information as provided below. For information you may 
provide information about family members under the age of 18, you represent you have 
authority to provide such information to us. Such information includes: Name, Postal 
Address, Email, Phone Number, Proof of Identity, Government issued ID number, Date of 
Birth /Age, Gender, Ethnicity/Race, Health Information, Biometric and Sensory 
Information, Professional or other Employment Information, Geolocation, and any other 
information that identifies you.  

 
o Personal Health Information As stated above, if you register an account with us, we may 

collect Health Information such as: Medical histories, test and laboratory results, physical 
and mental health conditions, demographic information, insurance information, 
individually identifiable health information, as that term is defined by HIPAA, and other 
information that may be used to infer or derive data related to the above or other health 
information. 
 



 

o Information provided by third parties that you utilize within our Services: You can 
choose to permit or, in some cases, restrict third-party websites or applications that 
integrate with our Services. If you elect to enter your credentials to permit information to 
be imported to C4P, we may receive your name and email address associated with such 
third-party websites or applications, along with additional information that the application 
has elected to make available to us to facilitate the integration. 

 
o Payment Information: If you decide to purchase our Services, we, or our payment 

processor, may collect payment and identity verification information, including contact 
information and payment method. If you pay using a credit card, we and our third-party 
payment processor may collect financial information such as credit card number and 
expiration date. 

 
o Communications: To improve the quality of C4P’s Services, we collect certain 

information provided in your communications with us. In some cases, we record your 
interactions with our support service team upon notifying you that a recording will be 
made. The information collected includes:  Questions or concerns you submit via our 
customer service functions or in consultations with our personnel, Service Call or Video 
Conference recordings or Online chat recordings.  

 
o Marketing Communications: We collect personal information you may provide in 

connection with customer testimonials, surveys, promotions, contests, sweepstakes, 
marketing events, trade shows, webinars, conferences, customer research, feedback, or a 
similar event or occurrence. 

 
o Social Media: We may monitor and collect information from interactions with our social 

media accounts, which are operated by third parties, posted on our accounts or linked to us 
on third-party operated social networks or other web offerings (such as LinkedIn, 
Facebook, Instagram, X, TikTok, or Google). Our Services include social media features, 
such as the like buttons and widgets, the share this button, or interactive mini programs 
that run on our site. These features may collect your IP address, which page you are visiting 
on our site, and may set a cookie to enable the feature to function properly. Social media 
features and widgets are either hosted by a third party or hosted directly through our 
Services. Your interactions with these features are governed by the privacy notice of the 
company providing it. 
 

o Information and Content you post: Our Services may include community forums or 
other similar online spaces where you may be able to connect with other users.  When you 
post or share comments or other content when using our Services, we may collect 
information such as your name, username, email, comments, likes, interests, status, and 
pictures.  We may also collect audio or visual content such as photos, videos, or recordings 
you choose to post when using our services, or when granting us access to your camera or 
microphone while using interactive features of our Services.  
 

Usage Data   



 

We collect information about your browser or device as it interacts with the Services. Usage 
data may be combined with other information we collect about you to improve the services 
we offer you, and our marketing, analytics, and site functionality. This information includes: 
 
o Computer and mobile device information: IP address, the hardware model, operating 

system version, mobile network information, location information, other information that 
identifies your computer or device.   

 
o User interaction information: the type of browser you use, loading and access times, 

pages viewed and features accessed, the page you visited before navigating to our 
Services, how you interact with links on the Services, other events that occur while 
engaging with our Services 

 
o Email read receipts: If we send you a communication, such as an electronic mail, we may 

collect available information regarding your receipt and review of such communication. 
 

o Geolocation Data: We collect geolocation information when you access our site or app. If 
you have enabled background location services on your mobile device, we may collect the 
data about you in the background even when you do not have the C4P application open. 
You may turn off location services at any time by changing your mobile device settings. 
Independent of your device, the IP address we collect through your use of our Services, as 
described above, may itself indicate information about your location. 

 
o Cookies and Similar Technologies: We and our service providers use cookies and similar 

technologies to automatically or passively collect information about the use of our 
Services, analyze trends, administer the Services, track users while utilizing the Services, 
and to gather demographic information about our user base as a whole. These technologies 
may include small data files stored on your hard drive or in device memory or electronic 
images or strings of HTML, JavaScript, or URL code that can be added within emails, 
online ads, and websites, and help us to improve our Services and your experience, enhance 
security, see which areas and features of our Services are popular, and measure total usage. 
Examples of these technologies include cookies, clear GIFs, web beacons/pixels, local 
shared objects, and UTM codes/tags. The information may be combined with other 
information we collect about you to improve the services we offer you, and our marketing, 
analytics, and site functionality. You may elect to have your browser not accept cookies, 
however, this may disable or render unusable some of the features of the Services. You can 
learn more about the cookies we use and how to change your preferences in our “Cookie 
Notice.” 
 

o Analytics: We use third-party tools to obtain information on how visitors interact with our 
Services. These tools collect information about the performance of our site and how visitors 
navigate around and interact with our web pages, which allows us to evaluate and further 
improve and optimize our web pages. When you interact with us on your mobile device, 
our mobile analytic software may record information such as how often you use the 
application, the events that occur within the application, aggregated usage, performance 
data, and where the application was downloaded from. This information allows us to better 



 

understand the functionality of our mobile software. We do not utilize the information we 
store within the analytics software in connection with personally identifiable information 
you submit within the mobile application. You can learn more about the analytic tools we 
use and how to change your preferences in our “Cookie Notice.” 
 

Information when you do business with us 
If you are a vendor, service provider, or business contractor of C4P, we may collect information 
about you and the services you provide, including your employees’ contact information.  We 
may also collect other information you or your employees provide as part of your services and 
our agreement with you. 

 
Information you provide offline  
You may also provide us with information in person and offline.  For example, we may record 
you if you visit our corporate offices (including by security surveillance of our premises, 
including CCTV), or attend an event and interact with us in person. 

 

Publicly available information  
In addition to the information you provide, we may also collect information from publicly 
available sources, affiliated companies, or third parties, such as when we partner with other 
companies or use service providers to help us optimize our marketing activities.  
 

V. How We Use Your Information 

We will only collect, use, and share your personal information where we are satisfied that we have 
an appropriate legal basis to do so under applicable law. The chart below summarizes the types of 
personal information we collect, how we use personal information, and the legal basis for 
collecting the information.  
 

Purpose/Use Type of Data Collected Legal Basis 
To provide and improve our Services to you, 
including:  
• To register an account with us and provide you 

with our services, including facilitating 
payments.  

• To assist the development of our Services, 
including conducting analytics to: 
o better understand the functionality of our 

Services in your web browser or on your 
device 

o improve the Services we offer to you  
o provide a customized or personalized 

experience 
• To address issues that may arise, including: 
o notify you if there are issues with the 

Service or your order 

• Identifiers and Contact data, 
including name, telephone 
number, email address and postal 
address 

• Financial data 
• Commercial data 
• Account data 
• Cookies and tracking information 
• Usage data 
• Marketing and Communications 

data 
• Customer Service information 
 

• To perform our 
contractual obligations 

• For legitimate business 
purposes to provide, 
develop, and improve 
C4P Sites and Services, 
better engage with you, 
and to secure C4P Sites  

• To comply with legal 
obligations  



 

o send you technical notices, updates, and 
security alerts  

o notify you of updates to our terms of 
service, privacy policy, or other important 
notices 

o respond, research, and address any questions 
or problems submitted through our technical 
support and customer service systems  

o monitor and investigate fraud, identity theft, 
and other illegal activity  

o protect the safety and security of C4P, our 
Services, our customers, and others 
 

For marketing purposes including:  
• To deliver website content 
• To send you marketing messages 
• To notify you of new or enhanced Services  
• To show you tailored advertising 
• To measure the effectiveness of the advertising 

we serve to you 
 

• Identifiers and Contact data, 
including name, telephone 
number, email address and 
postal address 

• Usage data 
• Marketing and Communications 

data 
• Cookies and tracking 

information 
• Preferences & Inference data 
 

• Consent  
• For legitimate business 

purposes including to 
improve C4P Sites and 
Services, to better 
engage with you, to 
grow our business, and 
to inform our marketing 
strategy 

 

For legal purposes including: 
• To comply with applicable laws and 

regulations 
• To take legal action to enforce our rights or to 

defend C4P in legal proceedings  
 

• Identifiers and Contact data, 
including name, telephone 
number, email address and postal 
address 

• Financial data 
• Commercial data 
• Account data 
 

• To comply with a legal 
obligation. 

• For our legitimate 
business purpose to 
protect our business 
and interests. 

 

For employment purposes when a person applies 
for employment with C4P  

• Identifiers and Contact data, 
including name, telephone 
number, email address and postal 
address 

• Professional and Employment 
Information 

• Education Information 

• Consent  
 

We may use your data for any other purpose identified in an applicable privacy notice or other 
agreement between you and us.  
 
We may also use data that we collect on an aggregated or anonymous basis (meaning that it does 
not identify any individuals) for various purposes, where permissible under applicable laws and 
regulations, to help deliver products, services, and content that are better tailored to the users of 
our Services and for other purposes. 
 

VI. How and Why We Disclose Your Information 

C4P values the privacy and security of consumer information and complies with applicable laws 
regarding the disclosure of your personal information. Under certain state laws, the use of certain 



 

advertising or analytics cookies or other technologies may be considered a “sale” of your personal 
information.  You may elect to add your name to our “Do Not Sell” list or enabling a web browser’s 
“Do Not Track” or “Global Privacy Control,” as described further in the “Your Rights” section 
below. 

We disclose your information as follows.  

As Part of Providing Our Services 
We disclose your information in the course of supporting and providing our Services, as follows: 

• As You Direct in the Services: We disclose your Information in accordance with your 
requests. 

• Supporting Service Providers: With vendors, consultants, affiliates, and other service 
providers who assist us in providing our Services and use and disclose such personal 
information to perform services on our behalf. 
 

In Marketing Our Services  
We may disclose your information in connection with our marketing efforts to provide you with 
offers and promotions: 

• Co-sponsors and Partners: We may disclose your information with promotional co-
sponsors or other Company partners as part of joint marketing efforts we undertake with 
them. 

• Marketing Service Providers: We may also disclose certain information with companies, 
including our affiliated entities and third parties, that provide services that help us market 
our products or otherwise support the promotion of our business. We disclose information 
with these companies as they provide us such services as needed to perform their functions 
on our behalf in a manner that is consistent with this Privacy Notice. 

 
Other Purposes  
We also may disclose information about you to support these other purposes: 

• Law Enforcement or Regulatory Requests: To law enforcement, government agencies, 
and others if we believe disclosure is in accordance with any applicable law, regulation, or 
legal process, or as otherwise required by any applicable law, rule or regulation 
 

• Fraud and Abuse Prevention: If we believe your actions are inconsistent with the spirit 
or language of our user agreements or policies, or to protect the rights, property, and safety 
of C4P or others 
 

• In a Merger: In connection with, or during negotiations of, any merger, sale of company 
assets, financing or acquisition of all or a portion of our business by another company 
 

• For Use by Our Affiliates: With our affiliated companies to assist in providing and 
maintaining the Services or, if we have received your consent, for their own purposes  
 



 

• Reporting of De-identified & Aggregated Info: We may also disclose aggregated or de-
identified information, which cannot reasonably be used to identify you, in our discretion. 
Examples may include, but are not limited to: the total number of users served by C4P’s 
Services, general age group ratios, summary reports of large groups of customers, and other 
statistical data relating to our Services. 
 

• Mobile phone number: We may disclose your mobile phone number with service 
providers that assist us with providing text message alerts for product information, tips or 
promotions, or other marketing activities; however, we will not disclose your mobile phone 
number with third parties for their own marketing purposes without your consent.  
 
 

VII. How We Protect Your Information  

We work to protect your personal information from loss, misuse, or unauthorized access, 
alteration, and destruction by using industry standard safeguards, procedures, and practices.  

These safeguards include physical, logical, and technical protections for physical security, 
information security, and additional measures to restrict access to data we hold in physical and 
electronic forms.  

Examples of how we protect your information include:  

• Security Infrastructure: Implementation and maintenance of commercial grade firewalls 
and other monitoring systems, such as use of secure key vaults, API keys, and Transport 
Layer Security (TLS)/Secure Sockets Layer (SSL) certificate technology and encryption 
for all API and web applications.  

• Access Controls: Access to personal information is restricted on a need-to-know basis.  
• Encryption: personal information, including personal health information and financial 

data, is encrypted at rest and in transit.  
• Passwords: Access to the Services is password-protected with complex password 

requirements. Remember: You should use a unique password and not share it with anyone.  
• Multi-factor Authentication: Security questions or authentication codes sent by email or 

text and utilized to verify your identity.   
• Consent Notifications. We provide in-app notifications to allow you to choose the data to 

be shared with us from third parties or when you request information to be shared by us to 
an authorized third party.  

• Data Retention.  We will only retain your personally identifiable data for as long as 
necessary to fulfill the purposes we collected it for, including for the purposes of our 
legitimate business interests and to satisfy any legal or reporting requirements.   

 
VIII. Generative AI, Machine Learning and Other Tools 

  
Connect4Patients uses third-party artificial intelligence ("AI") services to power Orion, our AI 



 

health assistant. These services help generate health summaries, answer your health questions, 
analyze uploaded documents, analyze wellness data from connected devices (such as Apple 
Health and Health Connect), and detect duplicate records across your connected health systems. 
  
Third-Party AI Providers. We currently use the following AI service providers: OpenAI, 
Google (Gemini), and Cerebras. These providers process de-identified data on our behalf to 
deliver Orion's features. 
  
What Data Is Shared with AI Providers. Before any of your health data is sent to an AI 
provider, we apply multiple layers of de-identification aligned with the HIPAA Safe Harbor 
method. Only the following de-identified data is shared: 
  
- Medical codes (ICD-10, SNOMED, LOINC, RxNorm) 
- Clinical descriptions (condition names, medication names, lab value names) 
- Clinical values (lab measurements, dosages, quantities) 
- Clinical dates (visit dates, procedure dates — but never your date of birth) 
- Generalized demographics: age group (e.g., "30-40"), gender, language, and state 
- De-identified text from uploaded documents (after PII/PHI redaction) 
- De-identified wellness data from Apple Health or Health Connect (e.g., step counts, heart rate, 
weight, body measurements) — after removal of device identifiers and personal metadata 
- Your questions and messages to Orion (after input sanitization) 
  
What Data Is Never Shared with AI Providers. The following information is stripped before 
any data reaches an AI provider: 
  
- Your name, date of birth, or exact age 
- Home address, phone number, or email address 
- Social Security Number, insurance member IDs, or policy numbers 
- Medical record numbers (MRNs) or patient account numbers 
- Device identifiers or IP addresses 
- Wellness device serial numbers, hardware identifiers, or app-specific identifiers from Apple 
Health or Health Connect 
- FHIR resource IDs, patient references, or any internal system identifiers 
  
How We Protect Your Data. We apply multiple layers of protection: 
  
1. Structural De-identification: All health records pass through a custom serializer that removes 
identifiers at the field level before any external transmission, including patient references, 
practitioner identifiers, organization identifiers, and all internal IDs. 
2. Document Anonymization: Uploaded documents are processed through optical character 
recognition (OCR) and then scanned for personal information including names, dates of birth, 
Social Security Numbers, phone numbers, email addresses, credit card numbers, driver's license 
numbers, and passport numbers. All detected personal information is redacted before the 
anonymized text is stored or sent to any AI service. 
3. Wellness Anonymization: Data synced from Apple Health and Health Connect is stripped of 
device identifiers, source app metadata, and hardware information before any external 
transmission to AI providers. 



 

4. Input Sanitization: Your messages to Orion are scanned by a guardrails service before 
reaching any AI provider. If the service detects risk, the request is blocked. If the guardrails 
service is unavailable, no data is sent (fail-closed architecture). 
5. Output Sanitization: AI-generated responses are post-processed to remove any identifiers that 
may have inadvertently appeared. 
  
Your Consent. Before any of your data is processed by AI services, we ask for your explicit 
consent within the app. You may review the details of what data is shared, with whom, and why 
before agreeing. This consent is separate from your acceptance of our general Terms of Use and 
Privacy Policy. 
  
No Training on Your Data. Our AI providers do not use your data to train their general-purpose 
models. 
  
Changes to AI Providers. If we add or change AI providers, we will update this section and, 
where required, seek your renewed consent within the app. 
 

IX. Children & Minors  

We do not target or directly collect information from children or minors under the age of 18. 
Accounts for children and minors under age 18 are created and maintained by their parents or 
guardians as provided in our Terms of Use.  C4P does not wish to obtain any information 
from or about children or minors through the Website or App without the consent of a 
parent or guardian. If you are under 18 years old, do not use the Website or App. 

We do not knowingly gather personal information (as defined by the U.S. Children’s 
Privacy Protection Act, or “COPPA”) in a manner not permitted by COPPA. Iif you are a 
parent or guardian and you believe we have collected information from your child in a 
manner not permitted by law, contact us using the Contact Information provided below. We 
will remove the data to the extent required by applicable laws. 

X. Your Rights  

The rights in this section apply to all users of our Services.  However, some users may be entitled 
to additional rights under their state’s laws which are provided below in the section entitled State 
Privacy Rights.  

Access and Corrections to Your Information 

You can access or correct your account information by visiting www.connect4patients.com and 
selecting "Sign In” to access your account and request changes. For information provided by a 
third party, you will need to contact that third party to rectify your records.  



 

In certain jurisdictions you have the right to request access and receive information about personal 
information we maintain about you to update and correct inaccuracies in your personal 
information, or to have the information deleted. If you would like to make such a request, please 
contact us using the information below. We attempt to respond to all requests within a reasonable 
timeframe and as required by applicable law. 

Your Communications and Opt-Out Options  

Email Communications: We may periodically send you communications or otherwise contact 
you about new products, services, or upcoming events.   

Text Communications: By providing your mobile phone number, you expressly consent to 
receive automated text messages from us to the mobile phone number provided. Message and data 
rates will apply, and you should check the rates of your mobile carrier. Text Messages are 
distributed via third-party mobile network providers and, therefore, we cannot control certain 
factors relating to message delivery. We do not claim or guarantee availability or performance of 
text messaging service, including liability for transmission delays or message failures. 

Opt-out: You may choose to be removed from our electronic mailing list by following the 
instructions in those messages or by contacting C4P using one of the methods listed in our contact 
information below to request that you be removed from our marketing list.  

You can opt-out from further text marketing communications by texting STOP to the SMS number 
used by C4P to contact you. 

Note, however, that even if you opt-out of receiving marketing communications, we may still 
contact you for non-marketing purposes (such as account information, feedback or research 
purposes, legal notices, account security, bug alerts, or changes that may impact your ability to use 
C4P Services).  

Do Not Sell or Share  

You may elect to add your name to our “Do Not Sell or Share My Personal Information” list by 
emailing us at privacy@connect4patients.com. However, note that if you provide your information 
to a third party for their own use, or if said third party otherwise collects your information as part 
of your interactions with them, then their use of your information will be subject to the limits of 
their privacy statement or notice, rather than ours.  

Interest-Based Ads and Do Not Track 

We partner with third parties to either display advertising on our website or to manage our 
advertising on other sites. Our third-party partners may use technologies such as cookies to gather 
certain information about your activities on this website and other sites to provide you advertising 
based upon your browsing activities and interests. Additionally, certain web browsers allow users 



 

to opt-out of tracking by websites and online services by enabling an opt-out preference signal 
such as  Do Not Track (“DNT”) or Global Privacy Control (“GPC”).  You can learn more about 
the how to change your preferences in our Cookie Notice. 

Your U.S. State Privacy Rights  

Depending on the U.S. state in which you reside, the laws in your state may provide you with 
additional rights regarding our collection and use of your personal information. To learn more 
about your state privacy right, visit the State Rights Privacy Notice. 
 

XI. International  Data Transfers  

In accordance with applicable laws, we keep and store your information to provide you with the 
Services and for the uses identified herein. We also may retain or use your information as necessary 
to comply with our policies, legal obligations, resolve disputes, and enforce our agreements. 

The Services are intended for access and use in the United States. Any information Company 
collects about you may be stored, transferred, processed, or accessed by us in the United States, or 
to the extent permitted by law, any other country where we or our service providers operate. Please 
know that personal information may be transferred to, and maintained on, computers not in the 
state or country where you live, meaning the privacy laws could differ from and may not be as 
protective as those where you live.  

If you are located outside the United States and allow us to collect information about you, please 
be aware that Company may, where permitted by law, transfer your personal information to other 
countries, including the United States, and process and store it there. By allowing collection of 
your personal information, you consent to having your personal data transferred to, processed, and 
stored in the United States.  

For residents of the European Economic Area, Switzerland, or the United Kingdom, transfer of 
such information to a country that has not been found to provide an adequate level of protection 
under applicable data protection laws, one of the safeguards we may use to support such transfer 
is the EU Standard Contractual Clauses.  

 

 

XII. Third Party Links  

Our Services may contain links to third party websites, which are clearly identified and will direct 
you from our site to a third-party site.  Our link to a product or service offered by a third-party 
company does not by itself indicate our endorsement. Some of these third-party sites may collect 



 

information about you or request personal information from you. C4P does not direct or oversee 
the policies, procedures or other practices for companies other than C4P. If accessing a third-party 
site via a link, you will be directed to that third-party’s website and governed by their privacy 
notice and policies. We encourage you to review their privacy statements or notices to learn more 
about what information is collected, how it is used, and how it is stored. 

 

XIII. Changes to Our Privacy Notice   

We may change this Privacy Policy from time to time and publish updates as required by law, 
statute, or regulation where your rights will be no less than what is required by law, statute, or 
regulation. If we make changes, we will notify you by revising the date at the top of the Policy 
and, in some cases, we may provide you with additional notice (such as sending you an email 
notification or posting a banner notice on our website). We encourage you to review this Privacy 
Policy whenever you access the Services or otherwise interact with us to stay informed about our 
information practices. 

 

XIV. Contact Us 

For questions about our privacy policy or practices, you may contact us at: 

• Our postal address: 5700 Masters Court, Flower Mound TX 75022 
• Other ways to reach us: 

o Email: privacy@connect4patients.com 
• Privacy policy can be found online at 

https://www.connect4patients.com/legal/PrivacyNotice 
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